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“The essence of risk management 
is not about eliminating risk, but 
understanding it so that you can 

make better decisions.”

– Ginni Rometty –
Former CEO of IBM
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School board members make 
big-picture decisions that shape the 

future of education in their community. 
They should always focus on what’s 
best for students while being mindful 

of financial constraints and community 
expectations.
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A School IT Manager is crucial in 
ensuring that technology supports 
education, operations, and security 
within a school or district. Without a 

skilled IT Manager, schools risk 
downtime, security breaches, and 

ineffective technology use, which can 
negatively impact learning and 
operations. They ensure that 

technology enhances education rather 
than becoming a barrier.
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School board members look to 
quantify and manage risks.

A School IT Manager seeks to 
eliminate risk.
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Bridging the Gap

Common Approach
IT managers must adopt a risk-based 
approach, framing cybersecurity not 
as a list of technical tasks but as a 
strategic decision-making process. By 
assessing, prioritising, and 
communicating risks in business 
terms, they can ensure leadership 
understands the real impact of 
security choices.

Common Language
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Common Approach
IT managers must adopt a risk-based 
approach, framing cybersecurity not 
as a list of technical tasks but as a 
strategic decision-making process. By 
assessing, prioritising, and 
communicating risks in business 
terms, they can ensure leadership 
understands the real impact of 
security choices.

Common Language
To bridge the gap between IT teams 
and school boards, you need a 
common language—one that 
translates technical cybersecurity 
concerns into business risks and 
organisational priorities. Without this 
shared understanding, critical security 
needs can be overlooked or 
dismissed.
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Bridging the Gap

Common Understanding
In risk language, a penetration test should be framed as a preventative control that helps 
reduce the likelihood and impact of cybersecurity threats. Organisations face 
continuous threats from cybercriminals, insider threats, and evolving attack 
techniques—without regular testing, vulnerabilities may go undetected, increasing the risk 
of financial loss, reputational damage, and regulatory penalties. By simulating 
real-world attacks, penetration tests provide actionable insights into security 
weaknesses, enabling businesses to make informed decisions about risk treatment 
strategies, such as remediation, mitigation, or acceptance. Ultimately, penetration testing is 
not just a compliance requirement but a critical risk management practice that ensures 
cybersecurity defences are aligned with business risk tolerance and evolving threat 
landscapes.



Protecting what matters most
Revio Cyber Security © 2025 Revio Cyber Security

All Rights Reserved
29

Bridging the Gap

Common Understanding
In risk language, a penetration test should be framed as a preventative control that helps 
reduce the likelihood and impact of cybersecurity threats. Organisations face 
continuous threats from cybercriminals, insider threats, and evolving attack 
techniques—without regular testing, vulnerabilities may go undetected, increasing the risk 
of financial loss, reputational damage, and regulatory penalties. By simulating 
real-world attacks, penetration tests provide actionable insights into security 
weaknesses, enabling businesses to make informed decisions about risk treatment 
strategies, such as remediation, mitigation, or acceptance. Ultimately, penetration testing is 
not just a compliance requirement but a critical risk management practice that ensures 
cybersecurity defences are aligned with business risk tolerance and evolving threat 
landscapes.



Protecting what matters most
Revio Cyber Security © 2025 Revio Cyber Security

All Rights Reserved
30

Uncovering the risk landscape

Risks can go on forever…
Cybersecurity risks are endless, from cyberattacks to human errors and system flaws.
While no single solution can stop them all, a strong framework helps you uncover the 
risks that you need to address.
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““It is the framework which changes with each 

new technology and not just the picture within 

the frame.

- Marshall McLuhan -
Canadian philosopher. 

Technology is not the (only) answer
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Security Frameworks
Planning for such a potentially complex and 
overwhelming situation is no trivial task. There are 
well-established frameworks developed by government 
agencies and industry bodies, such as NIST, SANS and 
the ACSC, to assist organisations in developing best 
practice response capabilities. Most organisations start 
with one of these and then augment it with their specific 
requirements.

COBIT 2019

Frameworks
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Essent

ial 8
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Frameworks
Aspect Essential 8 NIST CIS

Number of Controls 8 23 18

Security Levels 4 (ML0 to ML3) Risk Based 3 (IG1 – IG3)

Total points of control 50+ 108+ 150+

Focus Risk mitigation through 8 
key strategies

Comprehensive security 
covering identification, 
protection, detection, 
response, and recovery

Comprehensive security 
across 18 categories

Best for Australian organisations & 
compliance with ASD

Global standard, risk-based 
security strategy

Global standard, broader 
industry adoption



Security Frameworks
These security frameworks define policies and 
procedures for establishing and maintaining security 
controls. The frameworks clarify the processes used to 
protect an organization from cybersecurity risks.

Preparing the 
organisation
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CIS Critical Security Controls
A prioritized set of actions to protect an organization 
and its data from cyber-attack vectors.

Preparing the 
organisation
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Preparing the 
organisation

38



© 2025 Revio Cyber Security
All Rights Reserved

Preparing the 
organisation

CIS Controls
The CIS controls can be implemented at three levels of 
maturity depending upon the readiness of the company 
implementing them.
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Preparing the organisation
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Preparing the organisation
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Preparing the organisation

5 Functions 23 Categories 108 Subcategories 6 Informative References



Preparing the organisation

Australian Cyber Security Centre
The Essential Eight is a series of baseline mitigation strategies taken from the Strategies to Mitigate Cyber 
Security Incidents recommended for organisations. Implementing these strategies as a minimum makes it much 
harder for adversaries to compromise systems.

44
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A sample control from CISv8.1
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Bridging the Gap

Common Understanding
Once a framework is selected, it is crucial to express each control using risk language.
Identify the type of control: preventative, detective or reactive

Calculate the likelihood and impact of a risk happening

Identify the kind of impact: financial loss, reputational damage, or regulatory penalties.

Explain your plan risk treatment, such as remediation, mitigation, or acceptance.

Document and get agreement on the residual risk
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“There is only one good, knowledge,

and one evil, ignorance.”

- Socrates -
Classical Greek philosopher (c. 470–399 BCE) considered one of the founders of Western philosophy. 

Technology is not the (only) answer
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Making a plan
Some things to consider

Strategic Oversight: You must be able to align with the board's strategic 
vision for the organisation. If you don’t know what that vision is, ask them. 
They need to share their vision so you can plan effectively.

Risk Management: The board focuses on a risk-based view – and so must 
you. Use a common language and focus on how the plans you're making 
address the risks the boards face.

Reporting on Risk: Make sure any regular reporting to the board focuses on 
risks, how they have crystalised, new risks identified, and risks avoided.
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Making a plan
Some things to consider

The Risk Landscape: The board needs to know that you are addressing risks 
from across the landscape. When you approach them with a request, put it in 
the overall context of all the risks.

Residual Risk: No matter how well you treat a risk, there will be some degree 
of risk that remains. Make sure this is clear to the board and that by 
accepting a certain option, they also accept the residual risks.
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Questions?


