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Understanding the Threat Landscape

Business Impact

Operational and Budget 
Constraints

Defensive Shortcomings

Expanding Attack SurfaceEscalating Threat Landscape



Understanding the Threat Landscape

Increasingly Targeting Ongoing Defensive Challenges

Human Weaknesses

Persistent Vulnerabilities

Zero-Day Vulnerabilities

High Value Organisations 

Supply Chains

Vulnerable Procedures

User Behaviour

Patch Management

Unknown Vulnerabilities

In-Memory Fileless Detection

Shadow Risks in Supply Chains

Operationalising IT and Cybersecurity



Understanding the Threat Landscape

CYBER
ATTACKS

Opportunistic

Targeted

Threat 
Intelligence 

Data

CAUSE OF 
BREACH



Opportunistic Cyber Attacks

MOUNTING THREAT VOLUMES

850,000 

Malicious IPs Daily

50 Million 
Malicious Domains

20 Million
Phishing Attacks Daily

ATTACK 
CATEGORIES



. The Role of Threat Intelligence
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. The Role of Threat Intelligence



. The Role of Threat Intelligence



. The Role of Threat Intelligence



. The Role of Threat Intelligence



Operationalising Threat Intelligence Challenges
Major Contributors

Resources
Depending on people where we need 

to depend on technology

Technology Limitations
Unable to process and block at 

meaningful scale

57%
Lack the security staff to 
make threat intelligence 

actionable



Best Practice Framework for Threat Intelligence 

AGGREGATE

• Collect millions of 
accurate threat 
indicators

• Multiple sources – 
commercial, open 
source, industry, & 
government

• Multiple types – 
reputation feeds, 
blacklists, country IPs, 
organization IPs

• Multiple threat feeds 
consolidated into a 
single feed

• Open platform that 
can easily integrate TI 
via standards like 
STIX/TAXII

• Analytics applied for 
enhanced intelligence

• Trusted allow-lists 
dynamically updated 
in real time 

• Threat feeds 
dynamically updated 
in real time

• Protective policies 
automatically applied

• Threat hunting and 
incident response 
automatically 
triggered

• Pivot, Hunt and 
Investigate Suspicious 
Traffic

• Block previously 
unknown threats & 
unwanted traffic

ACCESS AUTOMATE HUNT



Enhancing Defense with Network Analytics
Objectives
• Systematically reduce exposure progressively without impacting business

• Defend against Advanced Persistent Threats and Sophisticated State Actors

Threat 
Intelligence 

Data

Insightful 
Analytics

Country

(GEO-IP)

Russia (46 Million)

China (352 Million)

North Korea (Thousands)

Iran (12 Million)

Brazil (90 Million) 

Top Level Domains 

(TLDs)

.XYZ (4.1 Million Domains)

.ICU (1.2 Million Domains)

.CH (2.4 Million Domains)

.RU (5.1 Million Domains)

.ML (77 Thousand Domains)

.TK (60 Thousand Domains)

.CF (70 Thousand Domains)

Autonomous System 
Numbers (ASNs)

AS4134 (111 Million IPs)

AS4837 (58 Million IPs)

AS9808 (36 Million IPs)

AS9394 (20 Million IPs)

AS4538 (17 Million IPs)

AS12389 (9.3 Million IPs)

AS8402 (2.2 Million IPs)

AS8359 (1.2 Million IPs)

AS3216 (1.2 million IPs)

AS12714 (1.2 million IPs)

MAPPING TO POTENTIAL ADVERSARY INFRASTRUCTURES



Enhancing Defense with Network Analytics

Country
(GEO-IP)



Enhancing Defense with Network Analytics

Autonomous 
Systems



Enhancing Defense with Network Analytics
Correlate with High-Risk Autonomous Systems



Enhancing Defense with Network Analytics
Correlate with High-Risk Autonomous Systems

Filtering on Russian Federation and Inbound Traffic



Enhancing Defense with Network Analytics

Autonomous 
Systems

Example: Real-Time Protection using Threat Intelligence 



Lowering Exposure & 
Detecting Unknown Threats

1. 
• Correlate technical 

threat intelligence 
with Country, 
Top-Level Domain 
(TLD), and 
Autonomous System 
Number (ASN)

2. 
• Generate a list of 

High-Risk 
Infrastructures

3.
• Analyze Inbound 

and Outbound 
traffic to these 
High-Risk 
Infrastructures

4. 
• Identify business 

requirements for 
specific Domains 
and IP Addresses 
associated with 
High-Risk 
Infrastructures

5. 
• Add exceptions for 

Domains and IP 
Addresses as 
necessary

6. 
• Block access to 

High-Risk 
Infrastructures



Actionable Next Steps 
Begin Your Journey to Stronger Cybersecurity

1. Gather analytics on network 
traffic flowing to and from the 
following infrastructures.

2. Review whether any of this 
traffic is essential for school 
operations

3. Assess whether it can be 
safely blocked without 
disrupting business activities.

Country

(GEO-IP)

Russia

China

Vietnam

Top Level Domains 

(TLDs)

.XYZ

.ICU

.VN

.RU

Autonomous System 
Numbers (ASNs)

4134

4837

9808

49505

24955

25513

Brazil

Bulgaria



Contact
Loris Minassian
loris.minassian@cyberstash.com
0416 048 967

QUESTIONS AND
DICUSSION


