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Understanding the Threat Landscape

Defensive Shortcomings

Operational and Budget
Constraints

Escalating Threat Landscape Expanding Attack Surface

O R a1y 1 a9 /A Vi




Understanding the Threat Landscape

Increasingly Targeting Ongoing Defensive Challenges

Human Weaknesses User Behaviour

Persistent Vulnerabilities Patch Management

Zero-Day Vulnerabilities Unknown Vulnerabilities
High Value Organisations In-Memory Fileless Detection
Supply Chains Shadow Risks in Supply Chains

Vulnerable Procedures Operationalising IT and Cybersecurity
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Understanding the Threat Landscape
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Opportunistic Cyber Attacks

MOUNTING THREAT VOLUMES
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. The Role of Threat Intelligence

Protective

Detective

Investigation

Research




. The Role of Threat Intelligence

CATEGORY | EFFECTIVENESS/VALUE

Considerations

Degree of Risk Mitigation
Control Prioritization

Risk and Resource Optimization

Use Case

Size of Organization’s Security Team

Small to Medium

Enterprise Large Enterprise

With 6 or More FTEs
Dedicated to Security

Between 1 and 5 FTEs
Dedicated to Security

Low Medium High
Risk Risk Risk
Target Target Target

Low Medium High
Risk Risk Risk
Target Target Target

Low-Risk Target

Medium-Risk Target

High-Risk Target

PROTECTIVE

Blocking IP Addresses, Domains and URLs
at the Perimeter

Blocking Processes, Files, DLLs on
Endpoints

Vulnerability Remediation Prioritization

Using TTPs to Inform Protective Controls

Trade and Commerce
Software Companies

IT Companies

Mass Media/Media
Critical Infrastructure
Electronics Manufacturing
Construction

Journalists

Manufacturing
Academic Research
Activists

Intelligence Agencies
Private Companies

Organizations that form part of
the supply chain or provide a
service to High-Risk Targets
such as MSPs.

Government
Entities/Defence/Military

Financial Institutions
Healthcare/Pharmaceuticals
Geopolitical Diplomatic Entities
Telecommunication

Higher Education

High-Tech
Energy/Utilities/Petroleum Refining
Chemicals/Manufacturing/Mining

Aerospace
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. The Role of Threat Intelligence

CATEGORY | EFFECTIVENESS/VALUE

Considerations

Degree of Risk Mitigation
Control Prioritization

Risk and Resource Optimization

Use Case

DETECTIVE

Detecting IP Addresses, Domains and
URLs at the Perimeter

Detecting Processes, Files, DLLs on Endpoints

Proactively Hunting for Indicators
(Automated)

Using TTPs to Inform Detective Controls

» »

Size of Organization’s Security Team

Small to Medium

Enterprise Large Enterprise

Between 1 and 5 FTEs
Dedicated to Security

With 6 or More FTEs
Dedicated to Security

Low Medium High
Risk Risk Risk
Target Target Target

Risk
Target

Risk
Target

Low Medium High
Risk
Target

Low-Risk Target

Medium-Risk Target

High-Risk Target

Trade and Commerce
Software Companies

IT Companies

Mass Media/Media
Critical Infrastructure
Electronics Manufacturing
Construction

Journalists

Manufacturing
Academic Research
Activists

Intelligence Agencies
Private Companies

Organizations that form part of
the supply chain or provide a
service to High-Risk Targets
such as MSPs.

Government
Entities/Defence/Military

Financial Institutions
Healthcare/Pharmaceuticals
Geopolitical Diplomatic Entities
Telecommunication

Higher Education

High-Tech
Energy/Utilities/Petroleum Refining
Chemicals/Manufacturing/Mining

Aerospace



. The Role of Threat Intelligence

Size of Organization’s Security Team

Small to Medium .
Large Enterprise

Enterprise

Considerations

Degree of Risk Mitigation
Control Prioritization

Risk and Resource Optimization

Between 1 and 5 FTEs
Dedicated to Security

With 6 or More FTEs
Dedicated to Security

Low Medium High
Risk Risk Risk
Target Target Target

Low Medium High
Risk Risk Risk
Target Target Target

Use Case

INVESTIGATION | CATEGORY | EFFECTIVENESS/VALUE

Low-Risk Target

Medium-Risk Target

High-Risk Target

Informing Incident Response

Research to Informing Protective Controls
(Predictive Intelligence)

Trade and Commerce
Software Companies

IT Companies

Mass Media/Media
Critical Infrastructure
Electronics Manufacturing
Construction

Journalists

Manufacturing
Academic Research
Activists

Intelligence Agencies
Private Companies

Organizations that form part of
the supply chain or provide a
service to High-Risk Targets
such as MSPs.

Government
Entities/Defence/Military

Financial Institutions
Healthcare/Pharmaceuticals
Geopolitical Diplomatic Entities
Telecommunication

Higher Education

High-Tech
Energy/Utilities/Petroleum Refining
Chemicals/Manufacturing/Mining

Aerospace



. The Role of Threat Intelligence

CATEGORY | EFFECTIVENESS/VALUE

RESEARCH

Size of Organization’s Security Team

Small to Medium .
Large Enterprise

Enterprise

Considerations

Degree of Risk Mitigation
Control Prioritization

Risk and Resource Optimization

With 6 or More FTEs
Dedicated to Security

Between 1 and 5 FTEs
Dedicated to Security

Low Medium High
Risk Risk Risk
Target Target Target

Low Medium High
Risk Risk Risk
Target Target

Use Case

Target

Producing Trends and Reports to Inform
Tactical & Operational Decisions

Sharing Threat Intelligence on APTs
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Low-Risk Target

Medium-Risk Target

High-Risk Target

Trade and Commerce
Software Companies

IT Companies

Mass Media/Media
Critical Infrastructure
Electronics Manufacturing
Construction

Journalists

Manufacturing
Academic Research
Activists

Intelligence Agencies
Private Companies

Organizations that form part of
the supply chain or provide a
service to High-Risk Targets
such as MSPs.

Government
Entities/Defence/Military

Financial Institutions
Healthcare/Pharmaceuticals
Geopolitical Diplomatic Entities
Telecommunication

Higher Education

High-Tech
Energy/Utilities/Petroleum Refining
Chemicals/Manufacturing/Mining

Aerospace
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Operationalising Threat Intelligence Challenges

Major Contributors

Resources
Depending on people where we need
Lack the security staff to to depend on technology
make threat intelligence
actionable I
Technology Limitations
Unable to process and block at
meaningful scale
‘ ' ‘ ‘ ‘ e
Lack the resources Difficulty integrating Inability to effectively ~ Managing and An excessive Spend more than 5
to access external  threatintelligence  and efficiently take maintaining multiple  number of false hours per week
threat intelligence into existing security actions using threat  sources of threat positives is resulting researching alerts
controls intelligence to prevent intelligence in inefficientuse of  with 14% spending
attacks resources more than 15 hours
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ACCESS

Collect millions of
accurate threat
indicators

Multiple sources —
commercial, open
source, industry, &
government

Multiple types —
reputation feeds,
blacklists, country IPs,
organization IPs

AGGREGATE

Multiple threat feeds
consolidated into a
single feed

Open platform that
can easily integrate TI
via standards like
STIX/TAXII

Analytics applied for
enhanced intelligence

AUTOMATE

Trusted allow-lists
dynamically updated
in real time

Threat feeds
dynamically updated
in real time

Protective policies
automatically applied

Threat hunting and
incident response
automatically
triggered

Best Practice Framework for Threat Intelligence

HUNT

Pivot, Hunt and
Investigate Suspicious
Traffic

Block previously
unknown threats &
unwanted traffic



Enhancing Defense with Network Analytics

Objectives

* Systematically reduce exposure progressively without impacting business

* Defend against Advanced Persistent Threats and Sophisticated State Actors

MAPPING TO POTENTIAL ADVERSARY INFRASTRUCTURES

.
Threat

Intelligence
Data

Country
(GEO-IP)

Autonomous System
Numbers (ASNs)

Russia (46 Million)

China (352 Million)

North Korea (Thousands)

Iran (12 Million)

Brazil (90 Million)

l AS4134!111 Million IPS! '
AS4837 (58 Million IPs

(CAs12714 (1.2 million 1Ps) )

i
il

Top Level Domains \

(TLDs)

.XYZ (4.1 Million Domains)

.ICU (1.2 Million Domains)

.CH (2.4 Million Domains)

.RU (5.1 Million Domains)
.ML (77 Thousand Domains)

TK (60 Thousand Domains)

.CF (70 Thousand Domains)

v

al,
8
Insightful
Analytics



Enhancing Defense with Network Analytics

ENDPOINT_EXPLOIT
8,000,000
6,000,000

4,000,000

Connections

2,000,000

Country .
(GEO-IP)

120,000
100,000
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Enhancing Defense with Network Analytics

ENDPOINT_EXPLOIT
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Enhancing Defense with Network Analytics

Correlate with High-Risk Autonomous Systems

Top High Risk ASN's %o Timeseries ASN's aee Source IP Address - Inbound e Destination IP Address - Outbound o Network Protocols s
Source IP Count Destination 185 Coti Protocol Count
ASN Count
1,000,000 N 51898206 B263 Actions 1520446716 204 Actions s e

Amazon.com, Inc. 1543132 2 .

8 ! - upp 86499

£ | — 54216252255 864955 Actions 5181244190 285 Actions
OVHSAS 1463736 5 I

£ Il

3 500000 I icMP 10814
Datacamp Limited 16419 = I 547326109 35281 Actions 180.7611230 3 Actions

|| o 4 39
SRR o IE SR 79127208197 162681 Actions 1807611208 m Actions
GRE 2
Microsoft Corporation 147405 Oct12 oct 15 .
177.54147181 155734 Actions 1807671161 208 Actions
@timestamp
Alibaba (US) Technology Co,, Ltd. 91392 =
Traffic Detail

FranTech Solutions 80564

Date/Time Source Address Destination Address Protocol Action Direction Country Reason ASN
Hurricane Electric LLC TI62%
DigitalOcean, LLC 73549 > 16/10/24,139PM 4725426466 10723957 TP denied inbound MALAYSIA deniediist Alibaba (US) Technology Co, Ltd.
Akamai Connected Cloud 48663 > 1610/24,139PM 1015144 180.76.76.12 TP denied outbound CHINA country Beijing Baidu Netcom Science and Technology Co., Ltd.
Strong Technology, LLC. 36466 > 16/10/24,139PM 64.6219798 10723975 Tcp denied inbound UNITED STATES deniedlist Hurricane Electric LLC
Rethem Hosting LLC ] > 16/10/24, 139PM 47236125226 10723949 uop denied inbound SINGAPORE deniediist Alibaba (US) Technology Co,, Ltd.
RNt Eay e ING L > 16/10/24,139PM 522493747 10723967 TP denied inbound UNITED STATES deniediist Microsoft Corporation
LR L > 16/10/24,139PM 185189182234 10723934 TP denied inbound NETHERLANDS deniedist 3Dnet BV




Enhancing Defense with Network Analytics

ASN

SPRINTHOST.RU LLC

Petersburg Interet Network itd.

ALEXHOST SRL

JSC Selectel

Zhemoedov Sergey Mihaylovich

Jsciot

x

Count

B9

298

12238

Correlate with High-Risk Autonomous Systems

- Timeseries ASN's

Court of records

Filtering on Russian Federation and Inbound Traffic

Traffic Detail

Date/Time

> 15M0/24,177AM

> 1510/24, 177AM

> 1510/24, 97AM

> 1510/24, 117AM

> 1510/24, 177AM

> 1510/24,1177AM

Oct13

Source Address

1491546749

1491546749

1491546749

149154 6749

149154 6749

149154 6749

Destination Address

10723964

10723950

107239.76

10723955

10723958

10723972

e Source IP Address - Inbound

Protocol

Source IP

149154 67.49

459320083

45.86.86.60

461615457

1491547190

Action

Count
12186 Actions
98 Actions
98 Actions
5 Actions
50 Actions

Direction

inbound

inbound

inbound

inbound

inbound

inbound

s Destination IP Address - Outbound

Country

RUSSIAN FEDERATION

RUSSIAN FEDERATION

RUSSIAN FEDERATION

RUSSIAN FEDERATION

RUSSIAN FEDERATION

RUSSIAN FEDERATION

No data Found

Reason

country

country

country

country

country

Network Protocols

Protocol

ASN

Isciot

Isciot

Isciot

Isciot

Isciot

IscioT

Count



Enhancing Defense with Network Analytics

Example: Real-Time Protection using Threat Intelligence

Traffic Domain Machine Learning Detections Internal DNS Logs
Date/Time Country AS Name Protocol Source Address Destination Address Action Reason Direction Active Lists

> 16/10/24,204 PM UNITED STATES Google LLC upp 2052103182 10723950 denied deniedlist inbound DHS Information Sharing,Blockiist de,ET Block IPs,Cloud Attackers

> 16/10/24,2.04 PM UNITED STATES Google LLC Tcp 198.23524.202 10723947 denied deniedlist inbound DHS Information Sharing,Blocklist de,ET Block IPs,Cloud Attackers

> 16/10/24,2.04 PM BULGARIA Emanuel Hosting Ltd. TcP 7971062133 10723957 denied deniedlist inbound ET Block IPs

> 16/10/24,2.04 PM UNITED STATES Hurricane Electric LLC Tcp 184105247235 10723958 denied deniedlist inbound CINS Army list.Cloud Attackers

> 16/10/24,2.04 PM VENEZUELA CANTV Servicios, Venezuela Tcp 18692168131 10723964 denied threatiist inbound -

> 16/10/24,2.04 PM VENEZUELA CANTV Servicios, Venezuela TP 18694 51146 10723933 denied deniedlist inbound Cloud Attackers

> 16/10/24,2.04 PM UNITED STATES Censys, Inc. Tcp 20616834142 10723938 denied deniedlist inbound Blocklist de,ET Block IPsCINS Army list Cloud Attackers

> 16/10/24,2:04 PM UNITED STATES Akamai Connected Cloud e 7420725822 10723922 denied deniedlist inbound Blocklist de,CINS Army list,Cloud Attackers

> 16/10/24,204 PM BULGARIA Perfecto Consultoria E Apoio Administrativo LTDA Tce BN427TR2 10723959 denied deniedlist inbound ET Block IPs

> 16/10/24,204 PM SWEDEN Kamatera, Inc. e 185139228190 10723933 denied deniedlist inbound DHS Information Sharing,Blockiist de,Cloud Attackers

> 16/10/24,204 PM UNITED STATES HostPapa Tcp 10717479187 10723946 denied deniedlist inbound CINS Army list

> 16/10/24,204 PM UNITED STATES HostPapa TcP 10717479187 10723973 denied deniedlist inbound CINS Army list

> 16/10/24,2:04 PM NETHERLANDS Alsycon BV. Tcp 18522412883 10723964 denied deniedlist inbound DHS Information Sharing,State of Missouri SOC,Blocklist de,ET Block IPs.CINS Army list,Cloud Attackers
> 16/10/24,204 PM INDONESIA PT Telekomunikasi Indonesia Tce 3682252120 107239195 denied asn inbound -




Lowering Exposure &
Detecting Unknown Threats
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Actionable Next Steps

Begin Your Journey to Stronger Cybersecurity

1. Gather analytics on network
traffic flowing to and from the
following infrastructures.

2. Review whether any of this
traffic is essential for school
operations

3. Assess whether it can be
safely blocked without

disrupting business activities.

-

Country
Autonomous System
(GEO-IP) Numbers (ASNs)
Russia I — I
l 4837 |
China
l 9808 |
Vietnam I 49505 I
Brazil I — I
[ 25513 |
Bulgaria

Top Level Domains \

(TLDs)

XYZ

.ICU

VN

.RU

L Y




QUESTIONS AND
DICUSSION

Contact
Loris Minassian

loris.minassian@cyberstash.com
0416 048 967

Loris Minassian
Founder & Principal Consultant at CyberStash




